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Registering and Configuring OneGradePlus with MS-OAuth (Entra)

This guide describes the registering and configuration of the OneGradePlus Web Application and
Email configuration via MS Exchange Online integrated within Entra.
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Total College Ltd. shall, under no circumstances, be liable for any damages or losses
arising out of the use or inability to use this software product or any other software

product used in conjunction with this software product.
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Registering the OneGradePlus Application within a Tenant

Go to https://entra.microsoft.com and log in as an administrator. At this point we are assuming that

a Tenant has been created that is suitable for OneGradePlus to be registered within.

Microsoft Entra admin center P search resources, services, and docs (G+/)

|a
.

*

5

i ]

Home

Entra agents

Favorites

Users

Enterprise apps

App registrations.

Entra ID

) ID Governance

Verified ID

Permissions Management

Global Secure Access

What's new

8illing

Diagnose & solve problems

New support request

otalcollege.c.

=

£ LTD (EM.TOTALC

Microsoft Entra

Chris Candeland

& Total College Ltd

*
Tenant ID 2bbd9223-755¢-479%... 0 d767f410-de94-490e-b466-d61a... O
* Primary domain em.totalcolleg... © View user profile
*
My role assignments
2 2
v I
View users View groups
@ High privileged role assignmen
v b tagkiitasy oea:sq ents
0 3 '9
~ View devices View apps
View my roles
Shortcuts
v
Add - User sign-ins Audit logs Authentication Methods Blocked users
Get the most out of your licenses and subscriptions
~

Deployment guides

Use these deployment guides to plan, configure and deploy Microsoft Entra
capabilities

Suggestions

Safeguard access to data and apps and keep it simple for users without the inherent risk of

Tenant status

Identity Secure
Score

58.33%

View recommendations

Microsoft Entra
Connect
- ©Disabled

View Entra Connect

Domain names Unused service principals

Manage tenants

Microsoft Entra plan
Entra Free

Select Enterprise Apps from the menu on the left side of the screen:

6 0 & S 00 & BB DO F F OO &

On the All Applications screen,

Home

Entra agents

Favorites

Entra ID

Overview

Users.

Groups

Devices

Agent ID (Preview)

Enterprise apps

App registrations

Roles & admins

Delegated admin partners

Domain services

Identity Secure Score

Authentication methods

Account recovery (Preview)

Password reset

Custom security attributes

Home

Enterprise applications

Enterprise applications | All applications
i

t Newapplication () Refresh &

Download (Export)
Overview

© overview

X Diagnose and solve problems

Manage

* 8 Al applications
s £ Search by application name or object 1D

! private Network connectors 2
3 applcations found

& User settings iame .

H -

Object ID Application ID

B9 App launchers

97ea225b-0fff-439f-.

) Custom authentication
extensions

261b2e47-067d-4c9...  affas0fo-2efd-417a-.

b2d62753-7082-406... 8453e60b-3dcd-4dc.

Security

@ Preview info

Application type == Enterprise Applications

17b3eead-7477-4dd...

AP Got feedback?

Columns | ) Preview features

@ Agent ID (Preview) has been moved to the Agent ID experience. View agent identities. =

View, ilter, and search applications in your organization that are set up to use your Microsoft Entra tenant as their Identity Provider.

The list of applications that are maintained by your organization are in application registrations.

Application ID starts with X 5 Add filters

Homepage URL Createdon Ty Certificate Expir Active Certificat. Identifier URI (€.
19/01/2026 17b3eead-7d77-4
1871172025 affaS09-2efd-417:
19/12/2025 8453e6db-3dcd-4

& Conditional Access
@ Consent and permissions

& Applcation policies

Activity
D signinlogs
i Ussge &insights
B Auitiogs

& Provisioning logs

Access reviews
© Admin consent requests

« % Bulk operation results

>

press New Application in the top left of the screen. On the following

screen, press Create Your Own Application and enter the name of the Application as OneGradePlus:
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Home > Users > Enterprise applications | All applications

Create your own application X
Browse Microsoft Entra App Gallery

A7 Got feedback?
+ Create your own application &7 Got feedback?
If you are developing your own application, using Application Proxy, or want to integrate an
The Microsoft Entra App Gallery is a catalog of thousands of apps that make it easy to deploy and configure single sign-on (SS0) and autor  application that is not in the gallery, you can create your own application here.
leverage prebuilt templates to connect your users more securely to their apps. Browse or create your own application here. If you are wanti
organizations to discover and use, you can file a request using the process described in this article. What's the name of your app?

[(onecradepius
5 Search application

single Sign-on : All User Account Management : All Categories : All Risk Score : All Secirity Risk Factors] YVt are you looking to do with your application?

O configure Application Proxy for secure remote access to an on-premises application
Cloud platforms (® Register an application to integrate with Microsoft Entra ID (App you're developing)
O Integrate any other application you don't find in the gallery (Non-gallery)
Amazon Web Services (AWS) Google Cloud Platform
Google Cloud

On-premises applications

Add an on-premises application Learn about Application Proxy
Configure Microsoft Learn how to use Application Proxy to provide securs
access o your on-premises app!

D) Federated SO @ Provisioning

Choose the option to “Register an application to integrate with Microsoft Entra ID (app you're
developing)”. Then press the Create button.

The “Register an application” screen will then be displayed. Select the applicable Supported Account
Type. There is no need to complete the Redirect URI information at this point. Press the Register
button.

Home Users Enterprise applications | All applications Browse Microsoft Entra App Gallery

Register an application

* Name

The user-facing display name for this application (this can be changed later).

i OneGradePlus

Supported account types

Who can use this application or access this API?
@ Accounts in this organizational directory only (Total College Ltd only - Single tenant)
O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft
accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is
optional and it can be changed later, but a value is required for most authentication scenarios.

Select a platform v e.g. https://example.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies

After pressing the Register button, the OneGradePlus application will appear in the list of App
Registrations (menu item on left side of screen). Click on the OneGradePlus application (Overview
menu item)
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Microsoft Entra admin center P Search resources, services, and docs (G+/)

A Home

& entrasgents

*

Favorites

Entra ID

Overview

Users

Groups

Devices

Agent D (Preview)

8B 8 & 3 ©» O ¢

Enterprise apps

App registrations

0 & S v 0 & & B

Roles & admins

Delegated admin partners

Domain services

Identity Secure Score

Authentication methods

Account recovery (Preview)

Password reset

(Gl

Custom security attributes

I D Coplot @em.totalcolleg

COUEGE LTD @M TOT

H Users

Enterpri

OneGradePlus  »

B Overview

N & Quickstart
A Integration assistant

X Diagnose and solve problems
Manage

B 8randing & properties

D Authentication (Preview)

Certificates & secrets

11! Token configuration
= APl pemisions

& Expose an APl

B App roles

& Owners

&, Roles and administrators

M Manifest

Support + Troubleshooting

& Newsupport request

lications | All applications

Browse Microsoft Entra App Gallery > Enterprise applications | Al applications > OneGradePlus

App registr

@ Delete @ Eendpoints [l Preview features

@ Gota second? We wouldlove you feedback on Microsot identy platform (previously Azure AD for developer. >

A Essentials

Display name o I Client credentials

920876b-a4f9-477c-83fc-34a86dede 187
fc267942-2eb7-4835-851a-b7290358¢ 712
2bbd9223-755¢-479b-a720-50d03d63033d

nization only

@ Starting June 30, 2020 we el n longer add any new featurs to Azure Acive Dirctory Authentication Library (ADAL) and Azure Active Directory Graph. We will contine to provide
technical support and secury updates but we wil no longer provid feature update. Applicaions will ned to be upgraded to Micrsoft Authenteaton Liray (MSAL and Microsoft
Graph, Leam mors

GetStarted  Documentation

Build your application with the Microsoft identity platform

‘The Microsoft identity platform is an authentication service, open-source libraries, and application management tools. You can
create modern, standards-based authentication solutions, access and protect APIs, and add sign-in for your users and

customers.  Learm morec!
(m

Sign in users in 5 minutes

.@;
|

Call APIs

m " =
. %3

This screen displays the TenantID and the ApplicationID that are necessary within the IIS Application

Settings for the OneGradePlus Web Application (prefixed OGP_AUTH).

Add Security to the Registered OneGradePlus Application

This step will add a security Certificate or Secret to the registered within the OneGradePlus
Application within the Tenant. Note that you must have already purchased a certificate from a
Certification Authority such as Thawte, DigiCert etc.

Within the App registrations, select the OneGradePlus Application and select Certificates & secrets
from the menu on the left:

chris@em.totalcol

I O Copilot

Microsoft Entra admin center R Search resources, services, and docs (G+/)
a

A Home

& Entra agents

% Favorites ~
® EntralD A
@ overview

R users

8 Groups

& Devices

€3 Agent ID (Preview)

@ Enterprise apps

|EB App registrations.

@ Roles & admins

8  Delegated admin partners

Domain services

Identity Secure Score

Authentication methods

Account recovery (Preview)

B & S v O

Password reset

® Custom security attributes
v

TOTAL COLLEGE
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Home > Users

Enterprise applications | All applications > Browse Microsoft Entra App Gallery

OneGradePlus | Certificates & secrets

Enterprise applications | All applications > OneGradePlus | Overv App registrations > OneGradePlus

Search &7 Got feedback?

B overview

& Quickstart Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential,
# Integration assistant

X Diagnose and solve problems
@ Application registration certificates, secrets and federated credentials can be found in the tabs below.
Manage

B Branding & properties
g & prop Certificates (0)  Client secrets (0)  Federated credentials (0)
D Authentication (Preview) —
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
Certificates & secrets

Il Token configuration t New client secret

o API permissions Description Expires. Value O Secret ID

& Expose an AP
No client secrets have been created for this application.
App roles
& Owners
&, Roles and administrators
H Manifest

Support + Troubleshooting

& New support request

www.totalcollege.co.uk
onegrade(@totalcollege.co.uk
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Create a Secret

Choose the Client Secrets tab followed by the New client secret button. Enter a Description called
OneGradePlusClientSecret. Choose an expiry period to fit with college security requirements. Press
the Add button.

USSR | [J R ————— -
OneGradePlus | Certificates & secrets =
Description [Crecraderiuscientsacret ]
£ Got feedback? expires [ 780 days (6 months) <]
@ Application registration certificates, secrets and federated credentials can be found in the tat
Certificates (0) Client secrets (0) Federated credentials (0)
.
z T e

At this point, the Value of the Secret is displayed. You MUST copy this value immediately. You will
not see this value subsequently after the screen has refreshed.

Home > Users > Enterprise applications | All applications > Browse Microsoft Entra App Gallery > Enterprise applications

OneGradePlus | Certificates & secrets =

All applications > OneGradePlus | Overview > App registrations > OneGradePlus

£ search &7 Got feedback?

B Overview

®
¢

Quickstart @ Gota second to give us some feedback?

# Integration assistant

nabl ntial appli
a higher level of assura

o identify themselves to the authentication se civing tokens at a web addressable location (using an HTTPS
mend using a cer dential

X Diagnose and solve problems rtificate (instead of 3 cli
Manage
2 Branding & properties @ Application registration certfica = and federated credentials can be found in the tabs below:
o) cation (Preview)
rets Certificates (0) Client secrets (1) Federated credentials (0)
I figuratior

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

@ Expose an API + New dlient secret
L App roles Description Expires Value ¢ SactiD
2 owners OneGradeplusClientsecret 19/07/2026 prre T .

&, Roles and administrators

M Manifest
Support + Troubleshooting

2 New support request

After refreshing the Client secrets page, the Value is obscured and cannot be copied. If you have not
noted the value, you will need to remove and recreate the secret.

Certificates (0) Client secrets (1) Federated credentials (0)
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application passwerd.
T~ New client secret

Description Expires Value © SecretID

OneGradePlusClientSecret 19/07/2026 it eda93de1-7423-41a5-bacf-caad3cedecbas O (i
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Registering a Certificate

Your Certification Authority will provide you with a certificate file (.cer, .crt, .pem) that you can
upload into the OneGradePlus App Registration within Entra. This is completed on the Certificates &
Secrets screen - Certificates tab. The uploaded certificate will be shown in the list. If you already
have a certificate for IIS to use secure sockets (https:), you can use that.

CertTest

CertTest | Certificates & secrets =

Search & Got feedback?

B overview
— Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
# Integration assistant

X Diagnose and solve problems
@ Application registration certificates, secrets and federated credentials can be found in the tabs below.
Manage

B erandi & rti
SO REpee— Certificates (1) Client secrets (0)  Federated credentials (0)

D Authentication (Preview)

Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.

Certificates & secrets
il Token configuration 7 Upload certificate
9 APl permissions Thumbprint Description Start date Expires Certificate ID

@ Expose an API 3B18B5D36AA093137A2CE4615F122. Certificate Self signed for test 19/01/2026 19/01/2028 056e046¢-8536-4970... D [

B App roles
& Owners
&, Roles and administrators

M Manifest

Support + Troubleshooting

& New support request

Alongside the certificate is a Thumbprint. This Thumbprint should be copied into the IIS Application
Setting OGP_OAUTH_CERTIFICATEDATA. Ensure that if you are using this method, the
OGP_OAUTH_CERTIFICATETYPE value is CERT.

Using a PFX file

If you wrap your certificate within a .pfx file, you do not need to use the Certificate Thumbprint.
Upload your certificate file into Entra as described in the previous section. Set the IS Application
Setting OGP_OAUTH_CERTIFICATETYPE value to be PFX. In the OGP_OAUTH_CERTIFICATELOCATION
Application setting, provide the location and name of the .pfx file (local to the IIS Server) and the
OGP_OAUTH_CERTIFICATEPASSEORD value if used.

Using a PFX64 file (a PFX file that is further encoded to Base64)

If you wrap your certificate within a .pfx64 file, you do not need to use the Certificate thumbprint.
Upload your certificate file into Entra as described in the previous section. Set the IIS Application
Setting OGP_OAUTH_CERTIFICATETYPE value to be PFX64. In the
OGP_OAUTH_CERTIFICATELOCATION Application setting, provide the location and name of the
.pfx64 file (local to the IIS Server) and the OGP_OAUTH_CERTIFICATEPASSEORD value if used.

TOTAL COLLEGE www.totalcollege.co.uk
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Setting the URI Redirection

Within the OneGradePlus Application, select Authentication (Preview) from the menu. Select the
“Redirect URI Configuration” tab. And press the Add Redirect URI button.

Home OneGradePlus | Authentication (Preview) Enterprise applications | All applications OneGradePlus | Overview Ap| Select a platform tO add redirect URI
) OneGradePlus | Authentication (Preview) =

To understand which platform you should select, please learn more.

[2 search | A7 Got feedback? o
Web applications
B overview
& Quickstart D web Single-page application
@ Welcome to the new and improved experience for authentication. To switch to the old experi v m

# Integration assistant Build, host, and deploy a web server Configure browser client applications.
application. .NET, Java, Python and progressive web applications.

X Diagnose and solve problems Javascript.

Redirect URI configuration  Settings

Select - Select -

Manage
A redirect URJ, or reply URL, is the location where the Entra authorization server sends the v

B bracding & properties what is 3 redirect URIC? _ o
9.5 peop Mobile and desktop applications

D Authentication (Preview) 4 Add Redirect URI
Certificates & secrets . 108 / mac0S ', Android
11! Token configuration Objective-C, Swift, Xamarin Java, Kotlin, Xamarin

9 API permissions

@ Expose an API Select Select —>

HL App roles
Mobile and desktop

61 applications

Windows, UWP, Console, IoT &

Limited-entry Devices, Classic i0S +

Android

& Owners
&, Roles and administrators

M Manifest No redirect URI has been configured. To understanc

Registral Select —>

Support + Troubleshooting

& New support request .

i
P IAM/Entralanding.ReactView

Select the Web option.

Enter the Redirect URI textbox. For example: https://[collegename.ac.uk]/OneGradePlus/. Note this
must be https.

Tick the “ID tokens (used for Implicit and hybrid flows)” checkbox. Then press the Configure button.

Home > OneGradePlus | Authentication (Preview) > Enterprise applications | All applications > OneGradePlus | Overview > Apl - Add Redirect URI X

ES) OneGradePlus | Authentication (Preview) = - Web platiorm
< Allplatforms £ Quickstart [ Docs

£ search &7 Got feedback?

Redirect URI
B overview

& Quickstart =
@ Welcome to the new and improved experience for authentication. To switch to the old experi

# Integration assistant
2 Web and SPA settings
K Diagnose and solve problems

Redirect URI configuration  Settings

Manage The foll. i ly to both Web and SPA(single- lication) platforms. Ve
A redirect URI, or reply URL, is the location where the Entra authorization server sends the u L e Rt o e e B e

B Branding & properties what is a redirect URICH

2 . .
D Authentication (Preview) + Add Redirect URI Front-channel logout URL
Certificates & secrets

1l Token configuration [eg- nttps://example.com/logout

= API permissions Implicit grant and hybrid flows

& Expose an API
If your application is using implicit grant or hybrid flows, select the tokens you would like the
authorization endpoint to issue below. To understand when to enable below fields, learn more.

App roles

&2 Owners [J Access tokens (used for implicit flows)
5. Roles and administrators
“ ID tokens (used for implicit and hybrid flows)
H Manifest No redirect URI has been configured. To understanc

Registral
Support + Troubleshooting

& New support request m
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A second Redirect URI now needs to be entered. Note this must be https.

This should be: https://[collegename.ac.uk]/OneGradePlus/signin-oidc/.

Home >

OneGradePlus | Authentication (Preview)

Enterprise applications | All applications > OneGradePlus | Overview > Ap,

3 OneGradePlus | Authentication (Preview) =

[ search
B overview

& Quickstart

# Integration assistant

X Diagnose and solve problems
Manage

B Branding & properties

D Authentication (Preview)

Certificates & secrets

Token configuration
9 APl permissions
& Expose an AP

App roles

& Owners
&, Roles and administrators
M Manifest
Support + Troubleshooting

& New support request

AP Got feedback?

@ Welcome to the new and improved experience for To switch to the old experi

Add Redirect URI X

Web platform

& Allplatorms 4 Quickstart Docs

Redirect URI

\ ‘| &

Redirect URI configuration  Settings

A redirect URJ, or reply URL,is the location where the Entra authorization server sends the u
what is 3 redirect URIC]

+ Add Redirect URI

@ 1 you want to view or change implicit grant and hybrid flows settings or front-channel logout

[ start typing a reply url o filter these results

[ Platform Type Ty,

O v web
() Web

Redirect URI Ty
Edit

httpsy/collegename.ai

You will see the two URI redirections displayed:

Home

£ search ]
B overview
& Quickstart
#  Integration assistant
X Diagnose and solve problems
Manage
Branding & properties
D Authentication (Preview)

Certificates & secrets

It Token configuration
- API permissions

Expose an APl

App roles
2 Owners
&, Roles and administrators
H Manifest

Support + Troubleshooting

& New support request

TOTAL COLLEGE
@° °°‘co@

OneGradePlus | Authentication (Preview)

Enterprise applications | All applications > OneGradePlus | Overview

3 OneGradePlus | Authentication (Preview) =

&7 Got feedback?

@ Welcome to the new and improved experience for

[ eg. httpsy//example.com/auth |
Web and SPA settings

@ Web and SPA settings have been configured. o view or change, lease vist the Setings
tab.

App registrations > OneGradePlus

To switch to the old experience, please click here.

Redirect URI configuration  Settings

A redirect URI, o reply URL, is the location where the Entra authorization server sends the user and delivers tokens once the user has successfully signed in or signed out. Lear more about

what is a redirect URIC)

+ Add Redirect URI

@ 1Fyou want to view or change implicit grant and hybrid flows settings or front-channel logout URL, please visit the settings tab.

{2 start typing a reply url to filter these results

Platform Type : All

[ platform Type Redirect URI Ty

O v web Edit
O Web.
O Web

https://collegename.ac.uk/onegradeplus

www.totalcollege.co.uk
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The Settings tab allows the Authentication settings to be changed at any time:

Home > OneGradePlus | Authentication (Preview) > Enterprise applications | All applications > OneGradePlus | Overview > App registrations > OneGradePlus

3 OneGradePlus | Authentication (Preview) =

One@RADE

s

B overview

& Quickstart

# Integration assistant

X Diagnose and solve problems

Manage

B2 8randing & properties

D Authentication (Preview)
Certificates & secrets

11! Token configuration

o API permissions

Expose an API

App roles

& Owners

&, Roles and administrators
H Manifest

Support + Troubleshooting

& New support request

A7 Got feedback?

Redirect URI configuration  Settings

Web and SPA settings
@ The following settings are only applicable when building a web or SPA application

Implicit grant and hybrid flows
The implicit grant allows an application to request a token directly from the

endpoint. Itis single-page applicat
[ Access tokens (used for implicit flows)

1D tokens (used for implicit and hybrid flows)

Front-channel logout URL

| eg. https;//example.com/logout

Allow public client flows Leam more
(D)

) Disabled

Supported account types
Who can use this application or access this API?

(® Accounts in this organizational directory only (Total College Ltd only - Single tenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

Help me

A\ Due to temporary differences in supported functionality, we don't recommend enabling personal
Microsoft accounts for an existing registration. If you need to enable personal accounts, you can do
50 using the manifest editor. Leam more about these restrictions.

App instance property lock Learn more

Configure the application instance modification lock. Configure

API Permissions

The only permission that OneGradePlus requires for logging in is User.Read. This should have been
assigned automatically. If not you must add it using the Add a permission button from the API
Permissions screen within the OneGradePlus Application screen.

[ search

B overview

& Quickstart

# Integration assistant

K Diagnose and solve problems
Manage

B2 sranding & properties

D Authentication (Preview)

Certificates & secrets

Token configuration

¢

AP permissions

[

Expose an AP
i App roles
2 Owners

Roles and administrators

B

W Manifest
support + Troubleshooting

2 New support request

Home > OneGradePlus | Authentication (Preview)

Enterprise applications | All applications > OneGradePlus | Overview > App registrations > OneGradePlus

- OneGradePlus | API permissions <

O refresh | &7 Got feedback?

A\ Granting tenant-vide consent may revoke permissions that have lready been granted tenant-wide for that application. Permissions that users have already granted on their own behalf are
affected. Learn more

@ The “Admin consent required column shows the default value for an organization. However, user consent can be customized per permission,user, or app. This column may not reflect the v
in your organization,or in organizations where this app will be used. Leam more

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Leam more about permissions and consen

+ Add a permission /" Grant admin consent for Total College Ltd

API/ Permissions name Type Description Admin consent requ... Status
v Microsoft Graph (1)
UserRead Delegated  Sign in and read user profile No

To view and manage consented permissions for individual apps, as well s your tenant's consent settings, try Enterprise applic

Select the Microsoft Graph option:

TOTAL COLLEGE
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g Home > OneGrsdeplus Request API permissions x
- OneGradePlus | AP| permissions =
Select an AP|

3 it ) Got fi »
O Refresh AGat feachack Microsoft APIs  APIs my organization uses My APIs

B overview .
Commonly used Microsoft APIs
& Quickstart
A\ Granting tenant-wide consent may revokt

# Integration assistant affected. Learn more

X Diagnese and solve problems

@ The “Admin consent required” column sh
pelopiledmis il |

Manage

B2 aranding & properties

D Authentication (Preview) Configured permissions
& n ig! r o
et o secrits Applications are authorized to call APis when il VLN 4 Dynamics CRm
all the permissions the application needs. Lea = = 5 e o SR

Then select Delegated permissions. Search for User.Read, select it from the list and press Add

Permissions:

Home > OneGradePlus Request APl permissions X
5 OneGradePlus | APl permissions =

What type of permissions does your application require?

Search O Refresh | & Got feedback? Delegated permissi
= Your application needs to access the APl a5 the
B overview signed-in user.

& Quickstart

Application permissions

# Integration assistant

X Diagnose and solve problems

P @ The “Admin consent required” column sh
in your organization, v
- Select permissions
3 Branding & properties
" o read
D Authentication (Preview) Confi d [ sersen
R p—— Applications are authorized to call APis when
all the permissions the application needs. Lea @) The "Admin consent required" column shows the default value for an organization. However, user consent can be customized per
i1l Token configuration permission, user, or 2 pp. This column may not reflect the value in your organization, or in organizations where this app will be used. Lear
t Add a permission / Grant admin co —
> APl permissions
P— API / Permissions name Type
Permission Admin consent required

E App roles

> Agentiduser

& Owners Delege
&, Roles and administrators > IdentityRiskyUser
B Manifest To view and manage consented permissions f
/' User (1)
Support + Troubleshooting
UserRead ©
2 New support request v No
= Sign in and read user profile
UserRead All ( §
es

[m]

Read all user full prafiles

With IIS set up with the correct Tenant, Application, and security settings, you will be able to start
the OneGradePlus Web Application and it will prompt you for MS Entra credentials (unless you have
already logged into another Entra App)

Within the OneGrade Windows Application, open the System Setting Values screen (Main Menu |
System Maintenance | System Settings - Values). Ensure that the System Value
OneGradePlusAuthenticationType is set to the correct OneGradePlus authentication method as
specified in IIS (FORMS, WINDOWS, OAUTH).

TOTAL COLLEGE www.totalcollege.co.uk
® ccc0 Q@ onegrade@totalcollege.co.uk
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Configuring the OneGradePlus Entra Application to send emails via

Exchange Online.

Ensure you have a user account within the Tenant that can send emails (you may wish set up a user
account called for example OneGradePlusEmailSender — with an email address
OneGradePlus@][collegename].ac.uk).

Within the OneGradePlus Application — App registrations — OneGradePlus — APl Permissions, add in a
Mail.Send permission.

Press Add a permission, select Microsoft Graph, then select Application Permission.

Search for Mail.Send. Tick this permission and press Add Permissions.

% Home > Chris Candeland > App registrations > OneGradePlus Request APl permissions o
5 OneGradePlus | APl permissions =
< All APIs
[ search O Refresh | & Got feedback? & Microsoft Graph

https://graph.microsoft.com/ Docs (f

B overview What type of permissions does your application require?

& Quickstart

A\ Granting tenant-wide consent may revoks
affected. Learn more

Delegated permissions
# Integration assistant Your application needs to access the APl as the
5 signed-in user.

K Diagnose and solve problems

@ The "Admin consent required” column sh
orin v

Manage in your

Application

Your application runs as a background service or daemon without a
signed-in user.

B Branding & properties

D Authentication (Preview) Configured permissions

Applications are authorized to call APIs when
all the permissions the application needs. Lea

Certificates & secrets Select permissions expand all

1! Token configuration | £ mail.send

1
 Add a permission /' Grant admin co
- API permissions

Permission Admin consent required

@ Expose an API API / Permissions name Type
v Mail (1)

B App roles v Microsoft Graph (1)
UserRead Delegz Mailsend @ -

2 Owners
Send mail as any user

&, Roles and administrators
M Manifest To view and manage consented permissions f
Support + Troubleshooting

& New support request

-

After adding the permission, the permission status will not be granted for your Tenant. You must
grant this manually.

Home > Chris Candeland > App registrations > OneGradePlus

- OneGradePlus | APl permissions = x

£ search ] O Refresh | A7 Got feedback?

B overview

A You are

editing permi

n(s) to your application, en if they've already done so previously.
& Quickstart
#" Integration assistant

K Diagnose and solve problems wide consent may revoke permissions that have already been granted tenant-wide for that application. Permissions that users have already granted on their own behalf aren't

Manage

=2 Branding & properties user, or app. This column may not reflect the value <

ent required” column shows the default value for
tion, or in organizations where this app will be us

. However, user consent can be customized per permission,

D Authentication (Preview)

Certificates & secrets

i
-

Y

Token configuration
API permissions

Expose an API

i App roles

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

+ Add a permission /' Grant admin consent for Total College Ltd

API / Permissions name Type Description Admin consent requ... Status
2 Owners
\ Microsoft Graph (2)
&, Roles and administrators
MailSend Application Send mail as any user Yes A Notgranted for Total ==+
H Manifest
User.Read Delegated  Sign in and read user profile No

Support + Troubleshooting

TOTAL COLLEGE
cco o0 @ .

New support request

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

www.totalcollege.co.uk
onegrade(@totalcollege.co.uk
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Registering and Configuring OneGradePlus with MS-OAuth (Entra) PLUS

Do this by selecting the Mail.Send permision and press the Grant admin consent for [Tenant Name]
button.

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Leamn more about permissions and consent

- Add a permission " Grant admin consent for Total College Ltd

APl / Permissions name Type Description Admin consent requ... Status

Application  Send mail as any user Yes dh Notgranted for Total C,  +=+

Delegated  Sign in and read wser profile No

To view and manage consented permissions for individual apps, as well as your tenant’s consent settings, try Enterprise applications.

Confirm this by pressing the Yes button.

Home > Chris Candeland > App registrations

= OneGradePlus | APl permissions =

e O Refresh | A7 Got feedback?
B overvie Grant admin consent confirmation.

& Quickstart Do you want to grant consent for the requested permissions for all accounts in Total College Ltd? This will update any

. existing admin consent records this application already has to match what is listed below.
# Integration assistant

K Diagnose and solve problems No st users have already granted on their own behalf aren't
Manage

2 Branding & properties

@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the value

The permission will then show as being granted (with a green tick):

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Leam mare at rmissions and consent

+ Add a permission ' Grant admin consent for Total College Ltd

API / Permissions name Type Description Admin consent requ... Status

M
Application  Send mail as any user Yes @ Granted for Total Colleg, +=+
Delegated  Sign in and read user profile No © Granted for Total Colleg, »=+

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterp

In the OneGrade Windows Application, System Setting Values Maintenance screen, complete
OAuthEmailSecurityType (SECRET, CERT, PFX, PFX64) and the related applicable OAuth settings. You
must then complete the OAuthEmailSenderAddress with the user account that can send emails from
the registered OneGradePlus Entra Application. Our suggested example was
OneGradePlus@CollegeName.ac.uk

Sending the emails can be tested using the Job schedule screen within the OneGrade Windows
Application. Further details about these System Setting Values can be found in the Import and
Scheduling document — a link for which is on the job Schedule screen in the OneGrade Windows
Application.

TOTAL COLLEGE www.totalcollege.co.uk
® ccc0 Q@ onegrade@totalcollege.co.uk



